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This document describes the features, restrictions and guidelines, open problems, and 


workarounds for version R3181P07. Before you use this version in a live network, back up the 


configuration and test the version to avoid software upgrade affecting your live network.  


Use this document in conjunction with HP AF1000E-CMW520-R3181P07 Release Notes 


(Software Feature Changes) and the documents listed in "Related documentation" 


Important Information 
In code versions R3175 or later most configuration data held in the system.xml file is moved 


to the startup.cfg configuration file. During the upgrade to R3175 or later information 


previously held in system.xml is automatically added to the startup.cfg file, so no disruption 


will occur. However, if it is required to downgrade again to F3171P22 or version of software, 


the system.xml file cannot be automatically re-created so it is then necessary to reuse the 


old system.xml and startup.cfg files. Therefore it is recommended that the startup.cfg and 


system.xml files are backed up before upgrading to R3175 or later. The system.xml 


continues to be used in R3175 and later for some data, so it should not be deleted. 


Version information 


Version number 


Comware Software, Version 5.20, Release 3181P07 


Note: You can see the version number with the command display version in any view. 


Please see Note 1. 


Version history 


Table 1 Version history 


Version number Last version Release date Release type Remarks 


AF1000E-CMW52


0-R3181P07 


AF1000E-CMW52


0- R3181P05 
2016-1-29 Release version 


CVE-2015-1788/ 


CVE-2015-3195/ 


CVE-2015-0287 


AF1000E-CMW52


0-R3181P05 


AF1000E-CMW52


0- R3181P03 
2015-1-29 Release version 


CVE-2014-3566/ 


CVE-2014-9295 


AF1000E-CMW52


0-R3181P03 


AF1000E-CMW52


0- R3181 
2014-11-24 Release version 


CVE-2014-3508/ 


CVE-2008-5161 


AF1000E-CMW52


0-R3181 


AF1000E-CMW52


0- R3180 
2014-7-8 Release version CVE-2014-0224 


AF1000E-CMW52


0-R3180 


AF1000E-CMW52


0- R3178P02 
2014-6-24 Release version bug fixed 


AF1000E-CMW52


0-R3178P02 


AF1000E-CMW52


0- R3177 
2013-11-15 Release version bug fixed 


AF1000E-CMW52


0-R3177 


AF1000E-CMW52


0- R3175 
2013-08-28 Release version  


AF1000E-CMW52 AF1000E-CMW52 2013-05-28 Release version  
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Version number Last version Release date Release type Remarks 


0-R3175 0-F3174P10 


AF1000E-CMW52


0-F3174P10 
None 2013-03-25 Feature version 


support full CLI 


feature. 


 


Hardware and software compatibility matrix 
 


 CAUTION:  


To avoid an upgrade failure, use Table 2 to verify the hardware and software compatibility 


before performing an upgrade. 
 


Table 2 Hardware and software compatibility matrix 


Item HP SECPATH 


Product AF1000E 


Memory 2 GB (minimum) 


Flash 4 MB 


CPLD 3.0 


BootWare version  
2.01(Note: Execute the command display version command in any view 


to view the version information. Please see Note 2) 


Image file AF1000E-CMW520-R3181P07.bin 


iMC version 


 iMC PLAT 7.1 (E0303P10)  


iMC EAD 7.1 (E0301P03) 


iMC UAM 7.1 (E0302P08) 


iMC TAM 7.1 (E0302P08) 


iMC IVM 7.1 (E0301P01) 


iMC UBA 7.1 (E0301P04) 


iNode version  iNode PC 7.1 (E0307) 
 


To display system software and BootWare versions of A-F1000-E: 


<System> display version 


HP Comware Platform Software                                                     


Comware Software, Version 5.20, Release 3181P07       -----Note 1                    


Copyright (c) 2010-2013 Hewlett-Packard Development Company, L.P.                


HP A-F1000-E uptime is 0 week, 6 days, 5 hours, 25 minutes                     


                                                                                 


 CPU type: RMI XLR732 1000MHz CPU                                                


 3584M bytes DDR2 SDRAM Memory                                                   


 4M bytes Flash Memory                                                           


 247M bytes CF0 Card                                                             


 PCB             Version:Ver.A                                                   


 Logic           Version:  3.0                                                   


 Basic  BootWare  Version:  2.01                                                 
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 Extend BootWare  Version:  2.01                      ------Note 2               


 [FIXED PORT] CON       (Hardware)Ver.A, (Driver)1.0,    (Cpld)3.0               


 [FIXED PORT] GE0/1     (Hardware)Ver.A, (Driver)1.0,    (Cpld)3.0               


 [FIXED PORT] GE0/2     (Hardware)Ver.A, (Driver)1.0,    (Cpld)3.0               


 [FIXED PORT] GE0/3     (Hardware)Ver.A, (Driver)1.0,    (Cpld)3.0               


 [FIXED PORT] GE0/4     (Hardware)Ver.A, (Driver)1.0,    (Cpld)3.0               


 [FIXED PORT] XGE0/0    (Hardware)Ver.A, (Driver)1.0,    (Cpld)3.0   


Upgrading restrictions and guidelines 


After the software is upgraded from F3166, R3166, or F3169 series to F3171 series or higher, 


note the following issues:  


 If nat static, nat address-group, or nat server is configured on an interface and the 


global address is not on the same subnet as the IP address of that interface, the 


firewall will not respond to ARP requests for the global address. If the peer device has 


no route to the global address, NAT sessions might be disconnected. To solve this 


problem, configure a sub address that is on the same subnet as the global address for 


that interface so the firewall can respond to ARP requests for the global address. 


 F3166 and some other R3166 series versions allow for special characters 


(including :"!","#" ,"?","@","~","(",")") in address resource names such as host address, 


address range, and subnet address names, but the F3171 or higher version does not 


support those special characters. Therefore, before the upgrade, you must replace 


those characters with other characters. 


 After the upgrade, the SYN flood detection configuration gets lost and you must 


reconfigure it.  


 If the address-group in nat outbound configured on an interface is not on the same 


subnet as the IP address of that interface, the device will not respond to gratuitous ARP 


requests for IP addresses in that address group. To solve this problem, you must 


configure a sub address that is on the same subnet as the address group for the 


interface.   


 The new version supports NAT between VPNs. After you upgrade from R3166 to the 


new version, you must adjust nat static and nat server settings. 


 After the upgrade, the threshold unit for udp flood detect is changed from 


connection/second to packets/second. You need to adjust the setting accordingly. 


 After the upgrade, the threshold unit for icmp flood detect is changed from 


connection/second to packets/second.  You need to adjust the setting accordingly. 


 For F3166 series, if you configure nat outbound on an interface in a VPN, you only need 


to add the VPN in the referenced ACL. For F3171 or higher, you also need to add the 


vpn-instance in nat outbound. For details, see the configuration guide. 


A software upgrade from F3171 to F3174/R3175 or later causes the following changes: 


 The Output Log Entries For Session Creation or Output Log Entries For Session Deletion 


function, if enabled in F3171, gets lost after the upgrade because  F3174 and R3175 do 


not support these functions. 


 The IPsec stateful failover function, if enabled in  F3171, is disabled after the upgrade. 


You need to re-enable the function. 
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Hardware feature updates 
None. 


Software feature and command updates 
For more information about the software feature and command update history, see HP 


AF1000E-CMW520-R3181P05 Release Notes (Software Feature Changes). 


MIB updates 
Table 3 MIB upgrades 


Item MIB file Module Description 


AF1000E-CMW520-R3181P05 


New / / / 


Modified / / / 


AF1000E-CMW520-R3181P03 


New / / / 


Modified / / / 


AF1000E-CMW520-R3181 


New / / / 


Modified / / / 


AF1000E-CMW520-R3178P02 


New / / / 


Modified / / / 


AF1000E-CMW520-F3174P10 


New / / / 


Modified H3C-FIREWALL-MIB Firewall 


Added a MIB node to 


save the rate of created 


connections. You can 


obtain the rate of the 


connections that are 


created on the firewall. 


 


Operation changes 
None. 
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Restrictions and cautions 
1. USB is not supported. 


2. ICMP packets larger than 35000 bytes are discarded. 


3. The Web interface can display a maximum of 5000 sessions. 


4. An Ethernet interface that is set to bridge mode does not support loopback function. 


5. The deny ip destination rule configured in the ACL used by nat outbound affects ALG 


function, so we recommend to not configure that rule when ALG is enabled. 


Open problems and workarounds 
HSD109369 


 Symptom: If a VPN instance name that contains uppercase letters is bound to an NQA 


ICMP operation, the uppercase letters are automatically changed to lowercase 


letters.  


 Condition: This symptom occurs if a VPN instance name that contains uppercase 


letters is bound to an NQA ICMP operation. 


 Workaround:  Use lowercase letters in the VPN instance name. 


HSD112168 


 Symptom: Configurations such as IPsec and NAT on a subinterface cannot be 


synchronized to the standby device after the two devices enter synchronization state. 


 Condition: This symptom occurs if the Layer-3 subinterface or Layer-3 aggregate 


subinterface are created before the two devices enter synchronization state. 


 Workaround: Configure the two devices to enter synchronization state, and then 


create a Layer-3 subinterface or Layer-3 aggregate subinterface for configurations. 


HSD110063 


 Symptom: When configuration synchronization is enabled between active and 


standby firewalls, a change to the type of a physical port on the active firewall cannot 


be synchronized to the standby firewall in real-time backup state. 


 Condition: This symptom occurs when configuration synchronization is enabled 


between active and standby firewalls. 


 Workaround: Manually change the physical port type on the active and standby 


devices. 


HSD100621 


 Symptom: If an attack protection policy that is configured at the CLI is removed in the 


Web interface, the policy still takes effect after the device is rebooted.   


 Condition: This symptom occurs if an attack protection policy that is configured at the 


CLI is removed in the Web interface. 


 Workaround: Delete the attack defence policy at the CLI. 


HSD113033 


 Symptom: If a regular expression is used to view a configuration file that exceeds 100 


KB (for example, use the display current-configuration | include .*.*.*/. command), the 


device might reboot. 
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 Condition: This symptom might occur if a regular expression is used to view a 


configuration file that exceeds 100 KB (for example, use the display 


current-configuration | include .*.*.*/. command). 


 Workaround: Avoid using a regular expression. If you need to use it, do not use "*" that 


matches any character. 


List of resolved problems 


Resolved problems in R3181P07 


201508040100 


 Symptom:CVE-2015-1788 


 Condition: When processing an ECParameters structure OpenSSL enters an infinite 


loop. This can be used to perform denial of service against any system which 


processes public keys, certificate requests or certificates.  


201512280257 


 Symptom: CVE-2015-3195 


 Condition: When presented with a malformed X509_ATTRIBUTE structure OpenSSL will 


leak memory. This structure is used by the PKCS#7 and CMS routines so any application 


which reads PKCS#7 or CMS data from untrusted sources is affected. 


201505070251 


 Symptoms: CVE-2015-0287 


 Condition: Reusing a structure in ASN.1 parsing may allow an attacker to cause 


memory corruption via an invalid write. Applications that parse structures containing 


CHOICE or ANY DEFINED BY components may be affected.  


Resolved problems in R3181P05 


201501050340 


 Symptom: CVE-2014-9295. 


 Condition: Stack-based buffer overflows in ntpd in NTP before 4.2.8 allows remote 


attackers to execute arbitrary code via a crafted packet. 


201410230409 


 Symptom: SSL 3.0 Fallback protection. 


 Condition: OpenSSL has added support for TLS_FALLBACK_SCSV to allow applications 


to block the ability for a MITM attacker to force a protocol downgrade. Some client 


applications (such as browsers) will reconnect using a downgraded protocol to work 


around interoperability bugs in older servers. This could be exploited by an active 


man-in-the-middle to downgrade connections to SSL 3.0 even if both sides of the 


connection support higher protocols. SSL 3.0 contains a number of weaknesses 


including POODLE (CVE-2014-3566). 



http://idms.h3c.com/Login?tabUrl=DefectDetail/Default/9c05fd6f-8ab0-4d53-9fad-5eb73ea12479$tabTitle=201508040100

http://idms.h3c.com/Login?tabUrl=DefectDetail/Default/6f862f42-b1eb-4322-902b-636abc5a1aec$tabTitle=201512280257

http://idms.h3c.com/Login?tabUrl=DefectDetail/Default/f9c9b30f-cf68-48d9-8e2f-cea9c0dddaf4$tabTitle=201505070251

http://idms.h3c.com/Login?tabUrl=DefectDetail/Default/4e8610b8-a5b6-4346-b94e-1e7a82c137c1$tabTitle=201501050340

http://idms.h3c.com/Login?tabUrl=DefectDetail/Default/e093be05-1b67-423e-b124-3a797c480580$tabTitle=201410230409
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Resolved problems in R3181P03 


201408150034 


 Symptom: CVE-2014-3508. 


 Condition: A flaw in OBJ_obj2txt may cause pretty printing functions such as 


X509_name_oneline, X509_name_print_ex et al. to leak some information from the 


stack. Applications may be affected if they echo pretty printing output to the 


attacker. 


201408280243 


 Symptom: CVE-2008-5161. 


 Description: Error handling in the SSH protocol in several SSH servers/clients, including 


OpenSSH 4.7p1 and possibly other versions, when using Cipher Block Chaining (CBC) 


mode, makes it easier for remote attackers to recover certain plaintext data. 


Resolved problems in R3181 


201407020278 


 Symptom: CVE-2014-0224. 


 Condition: When Open SSL Server or Client is used. 


Resolved problems in R3180 


201405160344 


 Symptom: An SSL VPN user successfully logs into the device without the second 


authentication. 


 Condition: This symptom can be seen after the user passes the first authentication. 


201405300459 


 Symptom: If a static NATPT mapping with an IPv6 address whose last 32 bits are all zeros 


is configured, the system prompts an error message.    


 Condition: This symptom can be seen if a static NATPT mapping with an IPv6 address 


whose last 32 bits are all zeros is configured. 


Resolved problems in R3178P02 


201308180024 


 Symptom: Warning message "Memory Alarm Info" is prompted on the device, which 


means Memory is released repeatedly. 


 Condition: When reading the MIB node info of OSPF from the device, the issue will 


appear. 


201309040267 


 Symptom: The ICMP packets less than 20 bytes cannot be passed via IPsec tunnel. 


 Condition: When setting an IPsec tunnel. 



javascript:openTab('../DefectDetail/Default/d0de946e-76b6-4feb-b017-d96ac009960b',%20'问题单:201408280243');
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Resolved problems in R3177 


201304220334 


 Symptom: Memory leaks occur after the firewall has received large numbers of 


fragment packets in an asymmetric stateful failover scenario.  


 Condition: This symptom occurs after the firewall has received large numbers of 


fragment packets in an asymmetric stateful failover scenario.  


201307170414 


 Symptom: The NAT traversal field in IKE SA entries displays "No" when IPsec NAT traversal 


has been enabled.  


 Condition: This symptom can be seen after IPsec tunnels have been established in an 


IPsec NAT traversal scenario. 


201304020407 


 Symptom: The firewall might reboot when you execute a display command.  


 Condition: This symptom might occur when the following conditions exist: 


 The configuration file of the SecBlade card exceeds 100 KB. 


 The display command includes a regular expression, for example, the display 


current-configuration | include .*.*.*/." command. 


201306190471 


 Symptom: After traffic matches NAT444 rules on an interface, the device does not 


create NAT444 entries for the traffic.  


 Condition: This symptom might occur if the interface has two NAT444 rules that each 


reference an ACL. The two ACLs specify a common source IP address but different 


destination IP addresses.  


 HSD113119 


 Symptom: If you export the configuration file through configuration backup and then 


import the configuration file through configuration import, the firewall prompts that 


some configurations are failed to be imported.   


 Condition: This symptom occurs if you export the configuration file through 


configuration backup and then import the configuration file through configuration 


import. 


HSD113967 


 Symptom: Memory leaks occur when DNS flooding attack protection is discarding 


packets, resulting in forwarding failure.  


 Condition: This symptom can be seen when the following conditions exist: 


 DNS flooding attack protection is discarding packets. 


 The firewall receives a non-SYN TCP packet that does not carry ACK.  


HSD113532 


 Symptom: A firewall unexpectedly reboots upon receiving abnormal ICMP messages 


from EasyHacker. 


 Condition: This symptom occurs when a firewall receives abnormal ICMP messages 


from EasyHacker. 
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HSD113882 


 Symptom: A firewall enabled with GTP ALG unexpectedly reboots after a long-time 


operation. 


 Condition: This symptom can be seen if the following conditions exist: 


 GTP ALG is enabled. 


 The firewall has run for a long time.  


Resolved problems in R3175 


HSD106243 


 Symptom: When you modify an inter-zone policy that includes hundreds of rules 


through a remote desktop connection, you might lose the remote desktop 


connection.   


 Condition: This symptom might occur when you modify an inter-zone policy that 


includes hundreds of rules through a remote desktop connection. 


HSD109417 


 Symptom: If you configure a URL hostname comprised of only numbers for content 


filtering, save the configuration, and then reboot the firewall, the URL hostname gets 


lost.  


 Condition: This symptom occurs if you configure a URL hostname comprised of only 


numbers for content filtering, save the configuration, and then reboot the firewall. 


HSD112739 


 Symptom: Configuring a NAT address pool with an index number of 1000 or higher in 


the Web interface fails.  


 Condition: This symptom occurs if you configure a NAT address pool with an index 


number of 1000 or higher in the Web interface. 


HSD112914 


 Symptom: After the firewall operates for a long time in a stateful failover asymmetric 


routing scenario, egress port errors might occur to some service packets.  


 Condition: This symptom might occur after the firewall operates for a long time in a 


stateful failover asymmetric routing scenario. 


HSD108763 


 Symptom: A-F1000-E discards all packets received on a 10GE interface card.  


 Condition: This symptom occurs if A-F1000-E has a 10GE interface card. 


HSD113119 


 Symptom: If you export the configuration file through configuration backup and then 


import the configuration file through configuration import, the firewall prompts that 


some configurations are failed to be imported.   


 Condition: This symptom occurs if you export the configuration file through 


configuration backup and then import the configuration file through configuration 


import. 







10 


HSD110073 


 Symptom: SSL VPN cannot be used after the ActiveX control signature certificate for 


SSL VPN expires.  


 Condition: This symptom occurs because the the ActiveX control signature certificate 


for SSL VPN is not time-stamped. 


HSD113326 


 Symptom: Using the Nessus test tool can find that the firewall has an SSL security hole 


that reduces negotiated key strength. 


 Condition: This symptom can be seen using the Nessus test tool and SSL VPN should be 


enabled. 


Resolved problems in F3174P10 


HSD111103 


 Symptom: QoS does not function when session acceleration is enabled on the firewall. 


 Condition: This symptom occurs if session acceleration is enabled on the firewall. 


HSD111480 


 Symptom: IKE SA negotiation in phase 2 fails. 


 Condition: This symptom occurs if the data protection mode of per-host is specified for 


ACL-based IPsec that protects traffic in specific VPN multi-instance. 


HSD111359 


 Symptom: The firewall restarts unexpectedly after running for a relative long time. 


 Condition: This symptom occurs if session logging is enabled on the firewall and service 


traffic is injected to initiate 100,000 connections per second.  


Related documentation 


Documentation set 


 HP VPN Firewall Appliances Configuration Guides-6PW101 


 HP VPN Firewall Appliances Command References-6PW101 


 HP A-F1000-E VPN Firewall Compliance and Safety Manual-5PW102 


 HP A-F1000-E VPN Firewall Installation Guide-6PW102 
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Appendix A Feature list 


Hardware features 


Table 4 SecPath A-F1000-E hardware features 


Item SecPath A-F1000-E 


Interface 1 × Console, 4 × GE (copper) 


CF 1 × CF slot; default 256MB. 


SDRAM 2GB 


Size (W x D x 


H) 
442mm × 460mm × 44mm 


Weight 7.5 kg 


Power(AC) 100-240V a.c., 50/60Hz, 2.5A, 150W 


Temperature 0°C to 40°C (32°F to 104°F) 


Humidity 10 to 90% 


 


Software features 


Table 5 SecBlade II software features 


Category Features 


Network security 


AAA 


RADIUS/HWTACACS+ 


CHAP authentication 


PAP authentication 


Domain area authentication 


Firewall 


Packet filter 


Access control based on security zones 


Time-based access control 


ASPF 


Virtual firewall 


Anti-DoS/DDoS 


URL Filter 


Static and dynamic blacklist 


P2P 


HTTP/SMTP/POP3/FTP/Telnet packet content filtering 
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Category Features 


Security 


management 


Attack log 


Blacklist log 


Session log 


Binary format log 


Traffic measurement and analysis 


Security events statistics 


NAT 


Address pool 


ACL-based NAT 


Easy IP 


NAT Server 


NAT with ALG, including FTP, DNS, QQ, MSN, H323, NBT, 


ILS, RTSP, SQLNET, SIP, and RSH. 


VPN 


IPSec/IKE 


AH and ESP 


IKE 


DES, 3DES, and AES 


MD5 and SHA-1 


Aggressive/main mode 


DPD 


NAT traversal 


L2TP 
LNS and LAC 


L2TP multi-instance 


GRE GRE tunneling protocol 


Network 


protocol 


LAN 
Ethernet_II 


VLAN 


IP services 


ARP 


Static DNS 


IP unnumbered 


DHCP relay 


DHCP server 


DHCP client 


IP routing 


Static routing 


RIP-1/RIP-2 


OSPF 


BGP 


Policy-based routing 
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Category Features 


IPv6 


Basic protocol 


ICMPv6 


TCP6 


UDP6 


RAWIP6 


Ping6 


DNS6 


TraceRT6 


Telnet6 


FIB6 


DHCPv6 client 


DHCPv6 relay 


Routing & Multicast 


RIPng 


OSPFv3 


BGP4+ 


Static routing 


Policy-based routing 


PIM-SM 


PIM-DM 


Security 


NAT-PT 


IPv6 tunneling 


IPv6 packet filter 


RADIUS 


IPv6 ASPF 


IPv6 ALG (ICMP6, FTP) 


IPv6 security policy group 


High availability 


VRRP VRRP 


Stateful failover 


Session failover 


IPSec failover 


Asymmetric path 


Configuration synchronization 


Configuration 


management 


Command line 


interfaces 


Console 


AUX 


Telnet, SSH, FTP, and TFTP 


Command level configuration 


Detailed debug information 


Tracert and ping 


Log and file management 


User interface 


Web 
Login and authentication 


Web configuration 


SNMPv3/v1/v2C 


NTP 
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Appendix B Upgrading software 
This chapter describes how to upgrade system software while the firewall is operating 


correctly or when the firewall cannot correctly start up.  


The output from your firewall might be different from the sample output in this chapter. 


 Software types 


The following software types are available: 


 BootWare image—A .btw file that contains a basic segment and an extended 


segment. The basic segment is the minimum code that bootstraps the system. The 


extended segment enables hardware initialization and provides system management 


menus. You can use these menus to load software and the startup configuration file or 


manage files when the firewall cannot start up correctly. 


 System software image—A .bin file that contains software features. You can assign the 


following attributes to a system software image: 


 Main—The image is the primary image. The system always attempts to load the 


main image at startup in preference to the backup image. 


 Backup—The image is the backup image. It is used only if the primary image is 


corrupt or not available. 


 Secure—The image is the secure image. If both the main and backup system 


software images are corrupt or not available, the device starts up with the secure 


system software image. If no secure system software image is available, the firewall 


displays a failure prompt. 


When you upgrade the system software, the BootWare is upgraded automatically. You do 


not need to upgrade BootWare separately. 


Configuration files 


You can save settings you made to a configuration file so they can survive a reboot. 


The firewall supports .cfg and .xml configuration files. The .cfg configuration file saves 


settings made at the CLI and in the Web interface. The .xml saves only settings made in the 


Web interface. 


Upgrade methods 


To upgrade system software, use one of the following methods: 


 Upgrading from the CLI 


 Upgrading from the Web 


 Upgrading from the BootWare menu 


To upgrade the BootWare, use either of the following methods: 


 Upgrading the BootWare from the CLI 


 Upgrading the BootWare from BootWare menus 
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You must reboot the firewall after a system software or BootWare upgrade. A device 


reboot interrupts services. 


Before a software upgrade, read the release notes to identify the command changes. 


Some commands in the configuration file might not be supported after a software 


upgrade. 


Preparing for the upgrade 
The firewall can function as the TFTP client, FTP client, or FTP server. In the following 


examples that use TFTP or FTP, the firewall functions as the TFTP or FTP client. 


To use a PC as the TFTP or FTP server, prepare the TFTP or FTP server software by yourself. The 


firewall is not shipped with the software. 


Before you upgrade system software, complete the following tasks: 


 Set up the upgrade environment as shown in Figure 1 . 


 Run a TFTP or FTP server on the file server. 


 Assign an IP address to the file server to make sure that the firewall and the file server 


can reach each other.  


 Log in to the CLI of the firewall through the console port. (Skip this task if you upgrade 


the system software from Web.) 


 Copy the upgrade file to the file server and correctly set the working directory on the 


TFTP or FTP server.  


 Make sure that the upgrade has minimal impact on the network services. During the 


upgrade, the firewall cannot provide any services. 


Figure 1 Setting up the upgrade environment 


 
 


Upgrading system software 


Upgrading from the CLI 
You can use the TFTP or FTP commands on the firewall to access the TFTP or FTP server to 


back up or download files.  


This section describes the following topics: 


 Using TFTP to upgrade software 


192.168.0.1


TFTP/FTP


server


192.168.0.2


Console cable


Ethernet cable
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 Using FTP to upgrade software 


Using TFTP to upgrade software 


This section describes how to upgrade system software by using TFTP.  


1. Back up the running system software image and configuration files: 


a. Perform the save command in any view to save the current configuration.  


<Sysname> save 


The current configuration will be written to the device. Are you sure? [Y/N]:y   


Please input the file name(*.cfg)[cfa0:/startup.cfg]                             


(To leave the existing filename unchanged, press the enter key):                 


cfa0:/startup.cfg exists, overwrite? [Y/N]:y                                     


 Validating file. Please wait....                                                


 Configuration is saved to device successfully. 


<Sysname> 


b. Perform the dir command in user view to identify the system software image and 


configuration file names and verify that the CF card has sufficient space for the 


new system software image. 


<Sysname> dir                                                                     


Directory of cfa0:/                                                              


                                                                                 


0     -rw-     10853  Aug 09 2013 10:55:02   system.xml                       


   1     drw-         -  Jul 02 2010 11:04:38   logfile                          


   2     drw-         -  Jul 02 2010 11:04:38   seclog                           


   3     -rw-      1758  Aug 09 2013 10:55:04   startup.cfg                      


   4     drw-         -  Jul 02 2010 11:11:00   domain0                          


   5     -rw-       891  Jul 11 2013 08:28:14   default_ca.cer                   


   6     -rw-      1411  Aug 02 2012 09:38:04   default_local.cer                


   7     -rw-  21449432  Jul 24 2013 15:02:04   main.bin          


   8    -rw-       108  Aug 06 2012 16:14:22   patchstate                       


   9    drw-         -  Nov 16 2011 17:52:58   domain1                          


                                                                                 


505480 KB total (441464 KB free)                                                 


                                                                                 


File system type of cfa0: FAT32                                                  


                                                                                 


<Sysname> 


c. Perform the tftp put command in user view to upload the main.bin file to the TFTP 


server.  


<Sysname> tftp 192.168.0.2 put main.bin                                         


                                                                                 


  File will be transferred in binary mode                                        


  Sending file to remote TFTP server. Please wait... /                           


  TFTP: 21449432 bytes sent in 38 second(s).                                     


  File uploaded successfully.                                                    


                                                                                 


<Sysname>                          


d. Perform the tftp put command in user view to upload the startup.cfg file and 


system.xml file to the TFTP server.  
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<Sysname> tftp 192.168.0.2 put startup.cfg                                      


                                                                                 


  File will be transferred in binary mode                                        


  Sending file to remote TFTP server. Please wait... \                           


  TFTP:     1758 bytes sent in 0 second(s).                                      


  File uploaded successfully. 


<Sysname> tftp 192.168.0.2 put system.xml                                       


                                                                                 


  File will be transferred in binary mode                                        


  Sending file to remote TFTP server. Please wait... |                           


  TFTP:    10853 bytes sent in 0 second(s).                                      


  File uploaded successfully.                                                    


                                                                                 


<Sysname> 


2. Upgrade the system software: 


This configuration example was created and verified on Release 3177 for the system 


software image file f1000-e.bin.  


a. Perform the tftp get command in user view to download the system software 


image file, for example, f1000-e.bin, to the CF card on the firewall. 


<Sysname> tftp 192.168.0.2 get f1000-e.bin                                      


                                                                                 


  File will be transferred in binary mode                                        


  Downloading file from remote TFTP server, please wait...\                      


  TFTP: 21449432 bytes received in 89 second(s)                                  


  File downloaded successfully.                                                  


                                                                                 


<Sysname> 


b. Perform the boot-loader command in user view to load the file f1000-e.bin and 


specify the file as the main image file at the next reboot.  


<Sysname> boot-loader file f1000-e.bin main                                       


  This command will set the boot file. Continue? [Y/N]:y                         


  The specified file will be used as the main boot file at the next reboot on sl 


ot 0!                                                                            


<Sysname>   


c. Perform the display boot-loader command in user view to verify that the file has 


been loaded. 


<Sysname> display boot-loader                                                     


 The boot file used this time:cfa0:/main.bin attribute: main                     


 The boot file used next time:cfa0:/f1000-e.bin attribute: main                  


 Failed to get the backup boot file used next time!                              


 Failed to get the secure boot file used next time!                              


<Sysname> 


d. Perform the reboot command in user view to reboot the firewall. 


<Sysname> reboot                                                                  


 Start to check configuration with next startup configuration file, please wait. 


........DONE!                                                                    


 This command will reboot the device. Continue? [Y/N]:y                          


System start booting... 
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… 


e. After the reboot is complete, perform the display version command to verify that 


the system software image is correct.  


<Sysname> display version                                                         


HP Comware Platform Software                                                    


Comware Software, Version 5.20, Release 3177                                     


Copyright (c) 2010-2013 Hewlett-Packard Development Company, L.P.        


HP F1000-E uptime is 0 week, 0 day, 0 hour, 4 minutes                   


                                                                                 


 CPU type: XXX                                                


 1024M bytes DDR2 SDRAM Memory                                                   


 4M bytes Flash Memory                                                           


 495M bytes CF0 Card                                                             


 PCB             Version:Ver.B                                                   


 Logic           Version:  1.0                                                   


 Basic  BootWare  Version:  2.01                                                 


 Extend BootWare  Version:  2.01                                                 


 [FIXED PORT] CON       (Hardware)Ver.B, (Driver)1.0,    (Cpld)2.0               


 [FIXED PORT] AUX       (Hardware)Ver.B, (Driver)1.0,    (Cpld)2.0               


 [FIXED PORT] GE0/0     (Hardware)Ver.B, (Driver)1.0,    (Cpld)2.0               


 [FIXED PORT] GE0/1     (Hardware)Ver.B, (Driver)1.0,    (Cpld)2.0               


 [FIXED PORT] GE0/2     (Hardware)Ver.B, (Driver)1.0,    (Cpld)2.0               


 [FIXED PORT] GE0/3     (Hardware)Ver.B, (Driver)1.0,    (Cpld)2.0               


 [SUBSLOT  1] The SubCard is not present                                         


 [SUBSLOT  2] The SubCard is not present                                         


                                                                                 


<Sysname> 


Using FTP to upgrade software 
This section describes how to upgrade system software by using FTP. 


1. Back up the running system software image and configuration files: 


a. Perform the save command in any view to save the current configuration.  


<Sysname> save                                                                    


The current configuration will be written to the device. Are you sure? [Y/N]:y   


Please input the file name(*.cfg)[cfa0:/startup.cfg]                             


(To leave the existing filename unchanged, press the enter key):                 


cfa0:/startup.cfg exists, overwrite? [Y/N]:y                                     


 Validating file. Please wait....                                                


 Configuration is saved to device successfully.                                  


<Sysname> 


b. Perform the dir command in user view to identify the system software image and 


configuration file names and verify that the CF card has sufficient space for the 


new system software image. 


<Sysname> dir                                                                     


Directory of cfa0:/                                                              


                                                                                 


0     -rw-     10853  Aug 09 2013 10:55:02   system.xml                       
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   1     drw-         -  Jul 02 2010 11:04:38   logfile                          


   2     drw-         -  Jul 02 2010 11:04:38   seclog                           


   3     -rw-      1758  Aug 09 2013 10:55:04   startup.cfg                      


   4     drw-         -  Jul 02 2010 11:11:00   domain0                          


   5     -rw-       891  Jul 11 2013 08:28:14   default_ca.cer                   


   6     -rw-      1411  Aug 02 2012 09:38:04   default_local.cer                


   7     -rw-  21449432  Jul 24 2013 15:02:04   main.bin          


   8    -rw-       108  Aug 06 2012 16:14:22   patchstate                       


   9    drw-         -  Nov 16 2011 17:52:58   domain1                          


                                                                                 


505480 KB total (441464 KB free)                                                 


                                                                                 


File system type of cfa0: FAT32                                                  


                                                                                 


<Sysname> 


This example uses the default system software image file name main.bin and the 


default configuration file names startup.cfg and system.xml.  


c. Perform the ftp command in user view to access the FTP server.  


<Sysname> ftp 192.168.0.2                                                       


Trying 192.168.0.2 ...                                                         


Press CTRL+K to abort                                                            


Connected to 192.168.0.2.                                                      


220 3Com 3CDaemon FTP Server Version 2.0                                         


User(192.168.0.2:(none)):user123                                               


331 User name ok, need password                                                  


Password:                                                                        


230 User logged in 


 


[ftp] 


d. Perform the put command in FTP client view to upload the main.bin file to the FTP 


server.  


[ftp] put main.bin                                                                


227 Entering passive mode (192,168,0,2,26,0)                                   


125 Using existing data connection                                               


226 Closing data connection; File transfer successful.                           


FTP: 19790016 byte(s) sent in 14.605 second(s), 1355.00Kbyte(s)/sec.             


                                                                                 


[ftp] 


e. Perform the put command in FTP client view to upload the startup.cfg file and the 


system.xml file to the FTP server.  


[ftp] put startup.cfg                                                             


227 Entering passive mode (192,168,0,2,26,3)                                   


125 Using existing data connection                                               


226 Closing data connection; File transfer successful.                           


FTP: 1301 byte(s) sent in 0.187 second(s), 6.00Kbyte(s)/sec.                     


                                                                                 


[ftp] put system.xml                                                              


227 Entering passive mode (192,168,0,2,26,6)                                   
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125 Using existing data connection                                               


226 Closing data connection; File transfer successful.                           


FTP: 10324 byte(s) sent in 0.203 second(s), 50.00Kbyte(s)/sec.                   


                                                                                 


[ftp] 


2. Upgrade the system software: 


This configuration example was created and verified on Release 3177 for the system 


software image file f1000-e.bin.  


a. Perform the get command in FTP client view to download the system software 


image file f1000-e.bin to the CF card on the firewall. 


[ftp] get f1000-e.bin                                                             


                                                                                 


227 Entering passive mode (192,168,0,2,26,77)                                  


125 Using existing data connection                                               


226 Closing data connection; File transfer successful.                           


FTP: 21449432 byte(s) received in 88.243 second(s), 224.00K byte(s)/sec.         


                                                                                 


[ftp] 


b. Perform the quit command in FTP client view to return to user view. 


[ftp] quit 


221 Service closing control connection 


 


<Sysname> 


c. Perform the boot-loader command in user view to load the file f1000-e.bin and 


specify the file as the main image file at the next reboot.  


<Sysname> boot-loader file f1000-e.bin main                                       


  This command will set the boot file. Continue? [Y/N]:y                         


  The specified file will be used as the main boot file at the next reboot on sl 


ot 0!                                                                            


<Sysname>   


d. Perform the display boot-loader command in user view to verify that the file has 


been loaded. 


<Sysname> display boot-loader                                                     


 The boot file used this time:cfa0:/main.bin attribute: main                     


 The boot file used next time:cfa0:/f1000-e.bin attribute: main                  


 Failed to get the backup boot file used next time!                              


 Failed to get the secure boot file used next time!                              


<Sysname> 


e. Perform the reboot command in user view to reboot the firewall. 


<Sysname> reboot                                                                  


 Start to check configuration with next startup configuration file, please wait. 


........DONE!                                                                    


 This command will reboot the device. Continue? [Y/N]:y                          


System start booting... 


… 


f. After the reboot is complete, perform the display version command to verify that 


the system software image is correct.  


<Sysname> display version                                                         
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HP Comware Platform Software                                                    


Comware Software, Version 5.20, Release 3177                                     


Copyright (c) 2010-2012 Hewlett-Packard Development Company, L.P.        


HP F1000-E uptime is 0 week, 0 day, 0 hour, 4 minutes                   


                                                                                 


 CPU type: XXX                                                


 1024M bytes DDR2 SDRAM Memory                                                   


 4M bytes Flash Memory                                                           


 495M bytes CF0 Card                                                             


 PCB             Version:Ver.B                                                   


 Logic           Version:  1.0                                                   


 Basic  BootWare  Version:  2.01                                                 


 Extend BootWare  Version:  2.01                                                 


 [FIXED PORT] CON       (Hardware)Ver.B, (Driver)1.0,    (Cpld)2.0               


 [FIXED PORT] AUX       (Hardware)Ver.B, (Driver)1.0,    (Cpld)2.0               


 [FIXED PORT] GE0/0     (Hardware)Ver.B, (Driver)1.0,    (Cpld)2.0               


 [FIXED PORT] GE0/1     (Hardware)Ver.B, (Driver)1.0,    (Cpld)2.0               


 [FIXED PORT] GE0/2     (Hardware)Ver.B, (Driver)1.0,    (Cpld)2.0               


 [FIXED PORT] GE0/3     (Hardware)Ver.B, (Driver)1.0,    (Cpld)2.0               


 [SUBSLOT  1] The SubCard is not present                                         


 [SUBSLOT  2] The SubCard is not present                                         


                                                                                 


<Sysname> 


Upgrading from the Web 
 


 CAUTION: 


The first time you log in to the firewall from the Web interface, you can use the default login 


information. After login, create a Web login account of the management level and delete 


the default Web login account to ensure device security. For more information, see HP 


VPN Firewall Appliances Getting Started Guide. 
 


The F1000-E firewall provides the Web-based management function.  


Use the default login information (see Table 6 ) to log in to the Web interface of the F1000-E 


firewall. 


Table 6 Default login information  


Login information Default setting 


Username admin 


Password admin 


IP address of GigabitEthernet 0/0  192.168.0.1/24 


 


To upgrade the system software from the Web: 


1. Use an Ethernet cable to connect the F1000-E firewall to the PC.  


2. Assign an IP address on subnet 192.168.0.0/24 (except 192.168.0.1) to the PC.  


In this example, assign 192.168.0.2 to the PC.  
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3. Run the IE, and enter 192.168.0.1 in the address bar.  


The Web login page appears.  


4. Type the default username and password, and click Login. 


5. Select Device Management > Software Upgrade from the navigation tree.  


Figure 2 Upgrading the software 


 
 


6. Specify the software upgrading configuration items as described in Table 7 .  


Table 7 Configuration items 


Item Description 


File 


Click Browse to set the path to the system software image 


file.  


The file name must end with .bin. 


File Type  


Set the file type. 


 Main—Used at the next startup 


 Backup—Used when the main system software image is 


invalid. 


If a file with the same name already 


exists, overwrite it without any 


prompt 


If you do not select the option, the message "The file 


already exists." appears when a file with the same name is 


on the firewall. You cannot continue the upgrading.  


Reboot after the upgrade is finished 


If you select this option, the device reboots after the 


upgrade is finished to validate the new system software 


image.  


 


7. Click Apply. 
 


 IMPORTANT: 


Do not perform any operation in the Web interface while the system is upgrading software. 
 


Upgrading from the BootWare menu 
You can use the following methods to upgrade software from the BootWare menu: 


 Using TFTP/FTP to upgrade software through an Ethernet port 


 Using XMODEM to upgrade software through the console port 
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 TIP: 


Upgrading through an Ethernet port is faster than through the console port. 
 


Accessing the BootWare menu 
1. Power on the firewall, and you can see the following information: 


System start booting...                                                          


Press Ctrl+D to access BASIC-BOOTWARE MENU                                       


Booting Normal Extend BootWare........                                           


                                                                                 


****************************************************************************     


*                                                                         *     


*               HP F1000-E BootWare, Version 2.01                         *     


*                                                                         *     


****************************************************************************     


Copyright (c) 2010-2013 Hewlett-Packard Development Company, L.P.                      


                                                                                 


Compiled Date       : Apr  9 2013                                                


CPU Type            : XXX                                                     


CPU L1 Cache        : 32KB                                                       


CPU Clock Speed     : 1000MHz                                                    


Memory Type         : DDR2 SDRAM                                                 


Memory Size         : 1024MB                                                     


Memory Speed        : 533MHz                                                     


BootWare Size       : 1536KB                                                     


Flash Size          : 4MB                                                        


cfa0 Size           : 495MB                                                      


CPLD Version        : 1.0                                                        


PCB Version         : Ver.B                                                      


                                                                                 


                                                                                 


BootWare Validating...                                                           


Press Ctrl+B to enter extended boot menu...                                      


BootWare password: Not required. Please press Enter to continue. 


2. Press Ctrl + B and Enter as prompted.  


The BootWare menu appears: 


Note: The current operating device is cfa0                                       


Enter < Storage Device Operation > to select device.                             


                                                                                 


===========================<EXTEND-BOOTWARE MENU>===========================     


|<1> Boot System                                                           |     


|<2> Enter Serial SubMenu                                                  |     


|<3> Enter Ethernet SubMenu                                                |     


|<4> File Control                                                          |     


|<5> Restore to Factory Default Configuration                              |     


|<6> Skip Current System Configuration                                     |     


|<7> BootWare Operation Menu                                               |     
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|<8> Clear Super Password                                                  |     


|<9> Storage Device Operation                                              |     


|<0> Reboot                                                                |           


============================================================================     


Ctrl+Z: Access EXTEND-ASSISTANT MENU                                             


Ctrl+F: Format File System                                                       


Enter your choice(0-9): 


Table 8 BootWare menu options  


Item Description 


<1> Boot System Boot the system software image. 


<2> Enter Serial SubMenu 


Access the Serial submenu (see Table 11 ) for upgrading 


system software through the console port or changing 


the serial port settings. 


<3> Enter Ethernet SubMenu 


Access the Ethernet submenu (see Table 9 ) for 


upgrading system software through an Ethernet port or 


changing Ethernet settings. 


<4> File Control 
Access the File Control submenu (see Table 15 ) to 


retrieve and manage the files stored on the firewall. 


<5> Restore to Factory Default 


Configuration 


Restore the factory default configuration. 


This option is available only if password recovery 


capability is disabled. 


 CAUTION: 


Use this option with caution. This option deletes the 


current configuration file and restarts the firewall with 


the factory default configuration. 


<6> Skip Current System Configuration 


Start the firewall with the factory default configuration. 


This is a one-time operation and does not take effect at 


the next reboot. You use this option when you forget the 


console login password. 


This option is available only if password recovery 


capability is enabled. 


<7> BootWare Operation Menu 
Access the BootWare Operation menu for backing up, 


restoring, or upgrading BootWare.  


<8> Clear Super Password 


Clear all super passwords used for switching to higher 


user privilege levels.  


By default, no super password is required for switching to 


a higher user privilege level. 


This option is available only if password recovery 


capability is enabled. 


<9> Storage Device Operation 
Access the Storage Device Operation menu to manage 


storage devices. 


<0> Reboot Restart the firewall. 


 


To enable password recovery capability, use the password-recovery enable command. To 


disable password recovery capability, use the undo password-recovery enable command. 


For more information, see HP VPN Firewall Appliances System Management and 


Maintenance Configuration Guide. 
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Using TFTP/FTP to upgrade software through an Ethernet 


port 
1. Enter 3 in the BootWare menu to access the Ethernet submenu.  


==========================<Enter Ethernet SubMenu>==========================     


|Note:the operating device is cfa0                                         |     


|<1> Download Application Program To SDRAM And Run                         |     


|<2> Update Main Application File                                          |     


|<3> Update Backup Application File                                        |     


|<4> Update Secure Application File                                        |     


|<5> Modify Ethernet Parameter                                             |     


|<0> Exit To Main Menu                                                     |     


|<Ensure The Parameter Be Modified Before Downloading!>                    |     


============================================================================     


Enter your choice(0-5): 


Table 9 Ethernet submenu options 


Item Description 


<1> Download Application Program To SDRAM 


And Run 


Download a system software image to the 


SDRAM and run the image. 


This option is available only if password 


recovery capability is enabled. 


<2> Update Main Application File Upgrade the main system software image. 


<3> Update Backup Application File Upgrade the backup system software image. 


<4> Update Secure Application File Upgrade the secure system software image. 


<5> Modify Ethernet Parameter Modify network settings. 


<0> Exit To Main Menu Return to the BootWare menu. 


 


2. Enter 5 to configure the network settings.  


==========================<ETHERNET PARAMETER SET>==========================     


|Note:       '.' = Clear field.                                            |     


|            '-' = Go to previous field.                                   |     


|          Ctrl+D = Quit.                                                  |     


============================================================================     


Protocol (FTP or TFTP) :tftp 


Load File Name         :main.bin 


                       : 


Target File Name       :main.bin 


                       : 


Server IP Address      :192.168.0.2 


Local IP Address       :192.168.0.1 


Gateway IP Address     :0.0.0.0 


FTP User Name          :123456 


FTP User Password      :123456 
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Table 10 Network parameter fields and shortcut keys 


Field Description 


'.' = Clear field  Press a dot (.) and then Enter to clear the setting for a field. 


'-' = Go to previous field 
Press a hyphen (-) and then Enter to return to the previous 


field. 


Ctrl+D = Quit Press Ctrl + D to exit the Ethernet Parameter Set menu. 


Protocol (FTP or TFTP) Set the file transfer protocol to FTP or TFTP. 


Load File Name Set the name of the file to be downloaded. 


Target File Name 
Set a file name for saving the file on the firewall. By default, 


the target file name is the same as the source file name. 


Server IP Address Set the IP address of the FTP or TFTP server. 


Local IP Address 
Set the IP address of the Ethernet interface that connects to 


the TFTP or FTP server.  


Gateway IP Address 
Set a gateway IP address if the firewall is on a different 


network from the server. 


FTP User Name 


Set the username for accessing the FTP server. This username 


must be the same as configured on the FTP server. This field is 


not available for TFTP.  


FTP User Password 


Set the password for accessing the FTP server. This password 


must be the same as configured on the FTP server. This field is 


not available for TFTP.  


 


3. Select an option in the Ethernet submenu to upgrade a system software image. For 


example, enter 2 to upgrade the main system software image.  


Loading..................................................................... 


............................................................................ 


.........................Done! 


21449432 bytes downloaded! 


Updating File cfa0:/main.bin............................................... 


....................................................Done! 


==========================<Enter Ethernet SubMenu>========================= 


|Note:the operating device is cfa0                                         | 


|<1> Download Application Program To SDRAM And Run                         | 


|<2> Update Main Application File                                          | 


|<3> Update Backup Application File                                        | 


|<4> Update Secure Application File                                        | 


|<5> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


|<Ensure The Parameter Be Modified Before Downloading!>                    | 


============================================================================ 


Enter your choice(0-5): 


When you enter a number in the range of 1 to 4 and the system detects that a file with 


the same name exists on the firewall, the system prompts you to confirm whether to 


overwrite the existing file. 


 Enter Y, and the file is updated. 


 Enter N, and the existing file is not changed. The upgrading fails. 


4. Enter 0 to return to the BootWare menu, and then enter 1 to boot the system. 
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Using XMODEM to upgrade software through the 


console port 
1. Enter 2 in the BootWare menu to access the Serial submenu.  


===========================<Enter Serial SubMenu>===========================     


|Note:the operating device is cfa0                                         |     


|<1> Download Application Program To SDRAM And Run                         |     


|<2> Update Main Application File                                          |     


|<3> Update Backup Application File                                        |     


|<4> Update Secure Application File                                        |     


|<5> Modify Serial Interface Parameter                                     |     


|<0> Exit To Main Menu                                                     |     


============================================================================     


Enter your choice(0-5): 


Table 11 Serial submenu options  


Item Description 


<1> Download Application Program To SDRAM 


And Run 


Download an application to SDRAM through 


the serial port and run the program. 


This option is available only if password 


recovery capability is enabled. 


<2> Update Main Application File Upgrade the main system software image. 


<3> Update Backup Application File Upgrade the backup system software image. 


<4> Update Secure Application File Upgrade the secure system software image. 


<5> Modify Serial Interface Parameter Modify serial port parameters 


<0> Exit To Main Menu Return to the BootWare menu. 


 


 NOTE: 


If you use the baud rate of 9600 bps, jump to step 10. 
 


2. Enter 5 to enter the baud rate setting menu.  


===============================<BAUDRATE SET>===============================     


|Note:'*'indicates the current baudrate                                    |     


|     Change The HyperTerminal's Baudrate Accordingly                      |     


|---------------------------<Baudrate Available>---------------------------|     


|<1> 9600(Default)*                                                        |     


|<2> 19200                                                                 |     


|<3> 38400                                                                 |     


|<4> 57600                                                                 |     


|<5> 115200                                                                |     


|<0> Exit                                                                  |     


============================================================================     


Enter your choice(0-5): 


3. Select an appropriate baud rate for the console port. Make sure the terminal and the 


serial port use the same baud rate. 


For example, enter 5 to select 115200 bps. The following messages appear: 


Baudrate has been changed to 115200 bps.                                         
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Please change the terminal's baudrate to 115200 bps, press ENTER when ready. 


 


 NOTE: 


Typically the size of a .bin file is over 10 MB. Even at 115200 bps, the download takes about 


30 minutes.  
 


4. Select Call > Disconnect in the HyperTerminal window to disconnect the terminal from 


the firewall. 


Figure 3 Disconnecting the terminal connection 


 
 


5. Select File > Properties, and in the Properties dialog box, click Configure. 


Figure 4 Properties dialog box 


 
 


6. Select 115200 from the Bits per second list and click OK.  
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Figure 5 Modifying the baud rate  


 
 


7. Select Call > Call to reestablish the connection. 


Figure 6 Reestablishing the connection 


 
 


8. Press Enter.  


The following menu appears:  


The current baudrate is 115200 bps 


===============================<BAUDRATE SET>=============================== 


|Note:'*'indicates the current baudrate                                    | 


|     Change The HyperTerminal's Baudrate Accordingly                      | 


|---------------------------<Baudrate Available>---------------------------| 


|<1> 9600(Default)                                                         | 


|<2> 19200                                                                 | 


|<3> 38400                                                                 | 


|<4> 57600                                                                 | 


|<5> 115200*                                                               | 


|<0> Exit                                                                  | 


============================================================================ 


Enter your choice(0-5): 
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9. Enter 0 to return to the Serial submenu.  


===========================<Enter Serial SubMenu>=========================== 


|Note:the operating device is cfa0                                         | 


|<1> Download Application Program To SDRAM And Run                         | 


|<2> Update Main Application File                                          | 


|<3> Update Backup Application File                                        | 


|<4> Update Secure Application File                                        | 


|<5> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-5): 


10. Select an option from options 2 to 4 to upgrade a system software image. For example, 


enter 2 to upgrade the main system software image. 


Please Start To Transfer File, Press <Ctrl+C> To Exit. 


Waiting ...CCCCC 


11. Select Transfer > Send File in the HyperTerminal window. In the dialog box that appears, 


click Browse to select the source file, and select Xmodem from the Protocol list. 


Figure 7 File transmission dialog box  


 
 


12. Click Send.  


The following dialog box appears: 
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Figure 8 File transfer progress 


 
 


13. When the Serial submenu appears after the file transfer is complete, enter 0 at the 


prompt to return to the BootWare menu. 


Download successfully! 


10129792 bytes downloaded! 


Input the File Name:main.bin 


Updating File cfa0:/main.bin.............................................. 


.....................................................Done! 


 


===========================<Enter Serial SubMenu>=========================== 


|Note:the operating device is cfa0                                         | 


|<1> Download Application Program To SDRAM And Run                         | 


|<2> Update Main Application File                                          | 


|<3> Update Backup Application File                                        | 


|<4> Update Secure Application File                                        | 


|<5> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-5): 


14. Enter 1 in the BootWare menu to boot the system. 


15. If you are using a download rate other than 9600 bps, change the baud rate of the 


terminal to 9600 bps. If the baud rate has been set to 9600 bps, skip this step.  


Upgrading the BootWare 


You can upgrade the BootWare from the CLI or BootWare menus. 
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Upgrading the BootWare from the CLI 


Whether a .btw file is compressed together with a .bin file depends on the software release. 


Please check it with HP technical support. This section describes only how to upgrade the 


BootWare from the CLI.  


To upgrade the BootWare from the CLI: 


1. Use FTP or TFTP to download or upload the new BootWare image file to the root 


directory of the storage medium on the firewall. 


2. Use the bootrom upgrade command to upgrade the BootWare. 


<System> bootrom update file cfa0:/main.btw                


  This command will update bootrom file, Continue? [Y/N]:y                       


  Now updating bootrom, please wait...                                           


                                                                                 


 Updating basic bootrom!                                                         


                                                                                 


 Update basic bootrom success!                                                   


 Updating extended bootrom!                                                      


                                                                                 


 Update extended bootrom success!                                                


 Update bootrom success!                                                         


<System> 


3. Use the reboot command to reboot the firewall. 


Upgrading the BootWare from BootWare menus 


This BootWare upgrade method is available only if password recovery capability is 


enabled. 


Accessing the EXTEND-BOOTWARE menu 


See "Accessing the BootWare menu." 


Using TFTP/FTP to upgrade the BootWare through an Ethernet port 


1. Enter 7 in the BootWare menu to access the BootWare operation submenu.  


=========================<BootWare Operation Menu>========================== 


|Note:the operating device is cfa0                                         | 


|<1> Backup Full BootWare                                                  | 


|<2> Restore Full                                                          | 


|<3> Update BootWare By Serial                                             | 


|<4> Update BootWare By Ethernet                                           | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


Table 12 BootWare operation submenu options 


Item Description 


<1> Backup Full BootWare Back up the entire BootWare. 


<2> Restore Full BootWare Restore the entire BootWare. 
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Item Description 


<3> Update BootWare By Serial 
Upgrade the BootWare through the serial 


port. 


<4> Update BootWare By Ethernet 
Upgrade the BootWare through the 


Ethernet port. 


<0> Exit To Main Menu Return to the BootWare menu. 


 


2. Enter 4 to enter the Ethernet submenu.  


===================<BOOTWARE OPERATION ETHERNET SUB-MENU>=================== 


|<1> Update Full BootWare                                                  | 


|<2> Update Extend BootWare                                                | 


|<3> Update Basic BootWare                                                 | 


|<4> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


Table 13 Ethernet submenu options 


Item Description 


<1> Update Full BootWare Upgrade the entire BootWare. 


<2> Update Extend 


BootWare 
Upgrade the extended section of the BootWare. 


<3> Update Basic BootWare Upgrade the basic section of the BootWare. 


<4> Modify Ethernet 


Parameter 
Modify Ethernet settings. 


<0> Exit To Main Menu Return to the BootWare menu. 


 


3. Enter 4 to configure the network settings.  


==========================<ETHERNET PARAMETER SET>========================== 


|Note:       '.' = Clear field.                                            | 


|            '-' = Go to previous field.                                   | 


|          Ctrl+D = Quit.                                                  | 


============================================================================ 


Protocol (FTP or TFTP) :TFTP                                                     


Load File Name           :main.btw                                                 


                            :                                                         


Target File Name         :main.btw                                                 


                            :                                                         


Server IP Address       :192.168.0.2 


Local IP Address        :192.168.0.1 


Gateway IP Address      :0.0.0.0 


FTP User Name          :123456                                                   


FTP User Password      :123456 


For more information about the fields, see Table 10 . 


4. To upgrade the entire BootWare, enter 1 on the Ethernet submenu. 


===================<BOOTWARE OPERATION ETHERNET SUB-MENU>=================== 


|<1> Update Full BootWare                                                  | 
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|<2> Update Extend BootWare                                                | 


|<3> Update Basic BootWare                                                 | 


|<4> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 1                                                        


Loading............Done!                                                         


485756 bytes downloaded!                                                         


Updating Basic BootWare? [Y/N]Y                                                  


Updating Basic BootWare...........Done!                                          


Updating Extend BootWare? [Y/N]Y                                                 


Updating Extend BootWare...........Done!                                         


===================<BOOTWARE OPERATION ETHERNET SUB-MENU>===================     


|<1> Update Full BootWare                                                  |     


|<2> Update Extend BootWare                                                |     


|<3> Update Basic BootWare                                                 |     


|<4> Modify Ethernet Parameter                                             |     


|<0> Exit To Main Menu                                                     |     


============================================================================     


Enter your choice(0-4):  


5. After the upgrade is complete, enter 0 twice to return to the BootWare menu, and 


then enter 0 to reboot the system. 


Using XMODEM to upgrade the BootWare through the console port 


1. Enter 3 in the BootWare menu to access the Serial submenu.  


====================<BOOTWARE OPERATION SERIAL SUB-MENU>==================== 


|<1> Update Full BootWare                                                  | 


|<2> Update Extend BootWare                                                | 


|<3> Update Basic BootWare                                                 | 


|<4> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


Table 14 Serial submenu options  


Item Description 


<1> Update Full BootWare Upgrade the entire BootWare. 


<2> Update Extend BootWare 
Upgrade the extended section of the 


BootWare. 


<3> Update Basic BootWare 
Upgrade the basic section of the 


BootWare. 


<4> Modify Serial Interface Parameter Modify Serial port settings. 


<0> Exit To Main Menu Return to the BootWare menu. 


 


2. Enter 1 to upgrade the entire BootWare. 


Please Start To Transfer File, Press <Ctrl+C> To Exit. 


Waiting ...CCCCCCCCCCCCCCCCCCCCCCCCC... 
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3. In the HyperTerminal window, select Transfer > Send File. In the dialog box that 


appears, click Browse to select the source file, and select Xmodem from the Protocol 


list. 


Figure 9 File transmission dialog box  


 
 


4. Click Send.  


The following dialog box appears: 


Figure 10 File transfer progress 


  
 


After the file transfer is complete, the following messages appear: 


Download successfully! 


485756 bytes downloaded! 


Updating Basic BootWare? [Y/N]Y 


Updating Basic BootWare...........Done! 


Updating Extend BootWare? [Y/N]Y 


Updating Extend BootWare...........Done! 


 


====================<BOOTWARE OPERATION SERIAL SUB-MENU>==================== 


|<1> Update Full BootWare                                                  | 


|<2> Update Extend BootWare                                                | 


|<3> Update Basic BootWare                                                 | 


|<4> Modify Serial Interface Parameter                                     | 







37 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


5. After the upgrade is complete, enter 0 twice to return to the BootWare menu and then 


enter 0 in the BootWare menu to reboot the system.  


Managing files from the BootWare menu 
To change the type of a system software image, retrieve files, or delete files, enter 4 in the 


BootWare menu.  


The File Control submenu appears:  


===============================<File CONTROL>=============================== 


|Note:the operating device is cfa0                                         | 


|<1> Display All File(s)                                                   | 


|<2> Set Application File type                                             | 


|<3> Set Configuration File type                                           | 


|<4> Delete File                                                           | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


Table 15 File Control submenu options 


Item Description 


<1> Display All File(s) Display all files. 


<2> Set Application File type Change the type of a system software image. 


<3> Set Configuration File type 
Change the type of a configuration file. 


Not available for the F1000-E firewall.  


<4> Delete File Delete files. 


<0> Exit To Main Menu Return to the BootWare menu. 


 


Displaying all files 
Display all file(s) in cfa0:                                                     


 'M' = MAIN      'B' = BACKUP      'S' = SECURE      'N/A' = NOT ASSIGNED        


============================================================================     


|NO. Size(B)   Time                      Type   Name                       |     


|1   10853      Aug/09/2013 10:55:02   N/A   cfa0:/system.xml              |     


|2   598253     Aug/09/2013 08:30:14   N/A    cfa0:/logfile/logfile.log    |     


|3   1758       Aug/09/2013 10:55:04   M      cfa0:/startup.cfg            |     


|4   891        Jul/11/2013 08:28:14   N/A    cfa0:/default_ca.cer         |     


|5   21449432  Jul/24/2013 15:02:04   N/A    cfa0:/main.bin                |     


|6   1411       Aug/02/2012 09:38:04   N/A    cfa0:/default_local.cer      |     


|7   108        Aug/06/2012 16:14:22   N/A    cfa0:/patchstate             |     


|8   2030       Nov/07/2012 14:03:00   N/A    cfa0:/~/startup.cfg          |     


============================================================================     


                                                                                 


===============================<File CONTROL>===============================     
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|Note:the operating device is cfa0                                         |     


|<1> Display All File(s)                                                   |     


|<2> Set Application File type                                             |     


|<3> Set Configuration File type                                           |     


|<4> Delete File                                                           |     


|<0> Exit To Main Menu                                                     |     


============================================================================     


Enter your choice(0-4): 


Changing the type of a system software image 
System software image file attributes include main (M), backup (B), and secure (S). You 


can store only one main image, one backup image, and one secure image on the firewall. 


A system software image can have any combination of the M, B, and S attributes. If the file 


attribute you are assigning has been assigned to an image, the assignment removes the 


attribute from that image. The image is marked as N/A if it has only that attribute. The file of 


the N/A type cannot be used at device startup.  


For example, the file main.bin has the M attribute and the file update.bin has the S attribute. 


After you assign the M attribute to update.bin, the type of update.bin changes to M+S and 


the type of main.bin changes to N/A.  
 


 NOTE: 


You cannot remove or assign the S attribute in the File Control submenu. 
 


To change the type of a system software image: 


1. Enter 2 in the File Control submenu. 


'M' = MAIN      'B' = BACKUP      'S' = SECURE      'N/A' = NOT ASSIGNED 


============================================================================ 


|NO. Size(B)   Time                    Type   Name                         | 


|1   21449432  Feb/02/2012 11:01:50 M      cfa0:/main.bin                  | 


|0   Exit                                                                  | 


============================================================================ 


Enter file No: 


2. Enter the number of the file you are working with, and press Enter.  


Modify the file attribute: 


============================================================================ 


|<1> +Main                                                                 | 


|<2> -Main                                                                 | 


|<3> +Backup                                                               | 


|<4> -Backup                                                               | 


|<0> Exit                                                                  | 


============================================================================ 


Enter your choice(0-4): 


3. Enter a number in the range of 1 to 4 to add or delete a file attribute for the file.  


Set the file attribute success! 


Deleting files 
When storage space is insufficient, you can delete obsolete files to free up storage space.  
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To delete files: 


1. Enter 4 in the File Control submenu. 


Deleting the file in cfa0:                                                       


 'M' = MAIN      'B' = BACKUP      'S' = SECURE      'N/A' = NOT ASSIGNED        


============================================================================     


|NO. Size(B)   Time                      Type   Name                       |     


|1   10853      Aug/09/2013 10:55:02   N/A    cfa0:/system.xml             |     


|2   598253     Aug/09/2013 08:30:14   N/A    cfa0:/logfile/logfile.log    |     


|3   1758       Aug/09/2013 10:55:04   M       cfa0:/startup.cfg           |     


|4   891        Jul/11/2013 08:28:14   N/A     cfa0:/default_ca.cer        |     


|5   21449432  Jul/24/2013 15:02:04   N/A     cfa0:/main.bin               |     


|6   1411       Aug/02/2012 09:38:04   N/A     cfa0:/default_local.cer     |     


|7  108         Aug/06/2012 16:14:22   N/A     cfa0:/patchstate            |     


|8  2030        Nov/07/2012 14:03:00  N/A      cfa0:/~/startup.cfg         |     


|0   Exit                                                                  |     


============================================================================     


Enter file No: 


2. Enter the number of the file to delete.  


3. When the following prompt appears, enter Y. 


The file you selected is cfa0:/logfile/~/logfile.log,Delete it? [Y/N]Y 


Deleting..............Done! 


Handling software upgrade failures 
If a software upgrade fails, the system runs the old software version. To handle a software 


failure:  


1. Check the physical ports for a loose or incorrect connection, and verify the LEDs are 


correctly reflecting the port status.  


2. If you are using the console port for file transfer, check the HyperTerminal settings 


(including the baud rate and data bits) for any wrong setting.  


3. Check the file transfer settings: 


 If XMODEM is used, you must set the same baud rate for the terminal as for the 


console port.  


 If TFTP is used, you must enter the same server IP addresses, file name, and working 


directory as set on the TFTP server. 


 If FTP is used, you must enter the same FTP server IP address, source file name, 


working directory, and FTP username and password as set on the FTP server. 


4. Check the FTP or TFTP server for any incorrect setting.  


5. Check that the CF card has sufficient space for the upgrade file. 


6. If the message "Something is wrong with the file" appears, check the file for file 


corruption. 
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		3. The Web interface can display a maximum of 5000 sessions.
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		1. Back up the running system software image and configuration files:

		a. Perform the save command in any view to save the current configuration.

		b. Perform the dir command in user view to identify the system software image and configuration file names and verify that the CF card has sufficient space for the new system software image.

		c. Perform the ftp command in user view to access the FTP server.

		d. Perform the put command in FTP client view to upload the main.bin file to the FTP server.

		e. Perform the put command in FTP client view to upload the startup.cfg file and the system.xml file to the FTP server.



		2. Upgrade the system software:

		a. Perform the get command in FTP client view to download the system software image file f1000-e.bin to the CF card on the firewall.

		b. Perform the quit command in FTP client view to return to user view.

		c. Perform the boot-loader command in user view to load the file f1000-e.bin and specify the file as the main image file at the next reboot.

		d. Perform the display boot-loader command in user view to verify that the file has been loaded.

		e. Perform the reboot command in user view to reboot the firewall.

		f. After the reboot is complete, perform the display version command to verify that the system software image is correct.





		Upgrading from the Web

		1. Use an Ethernet cable to connect the F1000-E firewall to the PC.

		2. Assign an IP address on subnet 192.168.0.0/24 (except 192.168.0.1) to the PC.

		3. Run the IE, and enter 192.168.0.1 in the address bar.

		4. Type the default username and password, and click Login.

		5. Select Device Management > Software Upgrade from the navigation tree.

		6. Specify the software upgrading configuration items as described in Table 7 .

		7. Click Apply.





		Upgrading from the BootWare menu

		Accessing the BootWare menu

		1. Power on the firewall, and you can see the following information:

		2. Press Ctrl + B and Enter as prompted.



		Using TFTP/FTP to upgrade software through an Ethernet port

		1. Enter 3 in the BootWare menu to access the Ethernet submenu.

		2. Enter 5 to configure the network settings.

		3. Select an option in the Ethernet submenu to upgrade a system software image. For example, enter 2 to upgrade the main system software image.

		4. Enter 0 to return to the BootWare menu, and then enter 1 to boot the system.



		Using XMODEM to upgrade software through the console port

		1. Enter 2 in the BootWare menu to access the Serial submenu.

		2. Enter 5 to enter the baud rate setting menu.

		3. Select an appropriate baud rate for the console port. Make sure the terminal and the serial port use the same baud rate.

		4. Select Call > Disconnect in the HyperTerminal window to disconnect the terminal from the firewall.

		5. Select File > Properties, and in the Properties dialog box, click Configure.

		6. Select 115200 from the Bits per second list and click OK.

		7. Select Call > Call to reestablish the connection.

		8. Press Enter.

		9. Enter 0 to return to the Serial submenu.

		10. Select an option from options 2 to 4 to upgrade a system software image. For example, enter 2 to upgrade the main system software image.

		11. Select Transfer > Send File in the HyperTerminal window. In the dialog box that appears, click Browse to select the source file, and select Xmodem from the Protocol list.

		12. Click Send.

		13. When the Serial submenu appears after the file transfer is complete, enter 0 at the prompt to return to the BootWare menu.

		14. Enter 1 in the BootWare menu to boot the system.

		15. If you are using a download rate other than 9600 bps, change the baud rate of the terminal to 9600 bps. If the baud rate has been set to 9600 bps, skip this step.





		Upgrading the BootWare

		Upgrading the BootWare from the CLI

		1. Use FTP or TFTP to download or upload the new BootWare image file to the root directory of the storage medium on the firewall.

		2. Use the bootrom upgrade command to upgrade the BootWare.

		3. Use the reboot command to reboot the firewall.



		Upgrading the BootWare from BootWare menus

		Accessing the EXTEND-BOOTWARE menu

		Using TFTP/FTP to upgrade the BootWare through an Ethernet port

		1. Enter 7 in the BootWare menu to access the BootWare operation submenu.

		2. Enter 4 to enter the Ethernet submenu.

		3. Enter 4 to configure the network settings.

		4. To upgrade the entire BootWare, enter 1 on the Ethernet submenu.

		5. After the upgrade is complete, enter 0 twice to return to the BootWare menu, and then enter 0 to reboot the system.



		Using XMODEM to upgrade the BootWare through the console port

		1. Enter 3 in the BootWare menu to access the Serial submenu.

		2. Enter 1 to upgrade the entire BootWare.

		3. In the HyperTerminal window, select Transfer > Send File. In the dialog box that appears, click Browse to select the source file, and select Xmodem from the Protocol list.

		4. Click Send.

		5. After the upgrade is complete, enter 0 twice to return to the BootWare menu and then enter 0 in the BootWare menu to reboot the system.







		Managing files from the BootWare menu

		Displaying all files

		Changing the type of a system software image

		1. Enter 2 in the File Control submenu.

		2. Enter the number of the file you are working with, and press Enter.

		3. Enter a number in the range of 1 to 4 to add or delete a file attribute for the file.



		Deleting files

		1. Enter 4 in the File Control submenu.

		2. Enter the number of the file to delete.

		3. When the following prompt appears, enter Y.





		Handling software upgrade failures

		1. Check the physical ports for a loose or incorrect connection, and verify the LEDs are correctly reflecting the port status.

		2. If you are using the console port for file transfer, check the HyperTerminal settings (including the baud rate and data bits) for any wrong setting.

		3. Check the file transfer settings:

		4. Check the FTP or TFTP server for any incorrect setting.

		5. Check that the CF card has sufficient space for the upgrade file.

		6. If the message "Something is wrong with the file" appears, check the file for file corruption.
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Release AF1000-E-CMW520-R3181P07 


This release no feature changes. 


 


Release AF1000-E-CMW520-R3181 


This release has the following changes: 


 New feature: Tiny TCP fragment attack protection 


New feature: Tiny TCP fragment attack protection 


Enabling tiny TCP fragment attack protection 


The tiny TCP fragment attack protection function enables the device to drop tiny TCP 


fragments to prevent attacks that use tiny TCP fragments. As defined in RFC 1858, tiny TCP 


fragments refer to first fragments smaller than 20 bytes and non-first fragments with an 


offset no larger than 8. 


To enable tiny TCP fragment attack protection: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enable tiny TCP fragment 


attack protection. 


attack-defense tcp fragment 
enable 


By default, tiny TCP fragment 


attack protection is enable 


 


Command reference 


attack-defense tcp fragment enable 


Use attack-defense tcp fragment enable to enable tiny TCP fragment attack protection. 


Use undo attack-defense tcp fragment enable to disable tiny TCP fragment attack protection. 


Syntax 


attack-defense tcp fragment enable 


undo attack-defense tcp fragment enable 


Default 


Tiny TCP fragment attack protection is enable. 


Views 


System view 


Default command level 


2: System level 
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Usage guidelines 


This command enables the device to drop tiny TCP fragments to prevent attacks that use 


tiny TCP fragments. 


Examples 


# Enable tiny TCP fragment attack protection. 


<Sysname> System-view 


[Sysname] attack-defense tcp fragment enable 
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Release AF1000-E-CMW520-R3177 


This release has the following changes: 


Modified feature: Session log 


Feature change description 


Added two options "Ouput Log Entries for Session Creation" and "Ouput Log Entries for Session 


Deletion" in the Global Setup page for session logs, as shown in Figure 2.  


Figure 1 Global Setup page 


 


Command changes 


None. 


 New feature: Layer 3 forwarding of packets destined to multicast/broadcast MAC 


addresses and unicast IP addresses 


 Modified feature: Session log 


Modified feature: Session log 


Feature change description 


Added two options "Ouput Log Entries for Session Creation" and "Ouput Log Entries for Session 


Deletion" in the Global Setup page for session logs, as shown in Figure 2.  
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Figure 2 Global Setup page 


 


Command changes 


None. 


New feature: Layer 3 forwarding of packets destined to 
multicast/broadcast MAC addresses and unicast IP 
addresses 


Enabling Layer 3 forwarding of packets destined to 


multicast/broadcast MAC addresses and unicast IP addresses 


Packets with multicast or broadcast MAC destination addresses and unicast destination IP 


addresses are usually used for load balancing between servers. In a network that runs VRRP, 


Layer 3 loops are likely to occur if the firewall receives and processes these packets at 


Layer 3. By default, the firewall drops these packets on all types of networks. If these 


packets are required by some applications, you can use the CLI to enable forwarding 


them at Layer 3 while ensuring no loops on the network. 


To enable Layer 3 forwarding of packets destined to multicast/broadcast MAC addresses 


and unicast IP addresses: 
 


Step Command Remarks 


3. Enter system view. system-view N/A 


4. Enabling Layer 3 


forwarding of 


packets destined to 


multicast/broadcast 


MAC addresses and 


unicast IP addresses. 


ip forwarding ethernet 
multicast enable 


By default, the firewall drops such 


packets at Layer 3. 


 


Command reference 


ip forwarding ethernet multicast enable 


Use ip forwarding ethernet multicast enable to enable Layer 3 forwarding of packets that are 


destined to multicast/broadcast MAC addresses and unicast IP addresses. 
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Use undo ip forwarding ethernet multicast to restore the default. 


Syntax 


ip forwarding ethernet multicast enable 


undo ip forwarding ethernet multicast 


Default 


By default, the firewall drops packets that are destined to multicast/broadcast MAC 


addresses and unicast IP addresses at Layer 3. 


Views 


System view 


Default command level 


2: System level 


Examples 


# Enable Layer 3 forwarding of packets that are destined to multicast/broadcast MAC 


addresses and unicast IP addresses.  


<Sysname> System-view 


[Sysname] ip forwarding ethernet multicast enable 
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Release AF1000-E-CMW520-R3175  


This release has the following changes: 


 Modified feature: Interzone policy 


Modified feature: Interzone policy 


Feature change description 


 Changed the maximum number of address objects from 3072 to 8192.  


 Changed the maximum number of address group objects from 255 to 4096. 


 Changed the maximum number of service objects from 1024 to 2048. 


 Changed the maximum number of service group objects from 255 to 2048. 


Command changes 


None. 
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Release AF1000-E-CMW520-F3174P10  


This release has the following changes: 


 Modified feature: PAM 


 Modified feature: Log 


 New feature: Full CLI 


Modified feature: PAM 


Feature change description 


PAM allows you to specify non-well-known ports for user-defined application layer 


protocols. 


This release supports configuring PAM in system view of the VD. 


Command changes 


Modified command: display port-mapping 


Old syntax 


display port-mapping [ application-name | port port-number ] [ | { begin | exclude | include } 


regular-expression ] 


New syntax 


display port-mapping [ application-name | port port-number ] [ vd vd-name ] [ | { begin | 


exclude | include } regular-expression ] 


Views 


Any view 


Change description 


The vd keyword was added. 


vd vd-name: Specifies the name of a VD, a case-insensitive string of 1 to 20 characters. The 


VD must already exist. If you do not specify any VD, the command displays port mappings 


in the root directory of the default VD. 


Modified command: port-mapping 


Syntax 


port-mapping application-name port port-number [ acl acl-number ] 


undo port-mapping [ application-name port port-number [ acl acl-number ] ] 


Old Views 


System view 


New Views 


System view/VD system view 
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Change description 


The command is available in the VD system view. 


Modified feature: Log 


Feature change description 


In this release, each VD can send their service logs, including interzone policy logs, attack 


protection logs, connection limit logs, blacklist logs, content filtering logs, URPF logs, and 


userlogs. 


The field of –VirDev was added to a log information for identifying the VD from which the 


log was sent. The following is an example: 


%Mar 12 09:54:39:362 2013 H3C FILTER/6/ZONE_DP_FLT_EXECUTION_TCP_LOG: -VirDev(10 


00)=Root; srcZoneName(1034)=Management;destZoneName(1035)=Local;rule_ID(1070)=0; 


policyActType(1071)=permitted;protType(1001)=TCP(6);srcIPAddr(1017)=192.168.100. 


111;destIPAddr(1019)=192.168.100.121;srcPortNum(1018)=4219;destPortNum(1020)=80; 


beginTime_e(1013)=03122013095437;endTime_e(1014)=03122013095438; 


 


The field of Virtual Device was added to the Web pages that display the log information. The 


following shows examples for different types of logs. 


Displaying the interzone policy logs 


 
 


Displaying attack protection logs 


 
 


Displaying connection limit logs 


 
 


Displaying blacklist logs 
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Displaying userlogs of version 1.0 


 
 


Displaying userlogs of version 3.0 


 
 


Command changes 


None. 


New feature: Full CLI 


Feature description 


This release supports all firewall feature commands. For information about the commands, 


see the firewall configuration guides or command references. 


This release supports commands of all features except the following: 


 Load balancing 


 Session acceleration 


 SSL VPN 
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